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With the increasing demand of Wireless Sensor Networks (WSNs)
innovations, it cuts numerous zones mobile communication,

cloud computing and embedded system in modern living. Inter- Available online 03 April 2020
net of Things (loT) is widely used in environmental condition

monitoring, logistic support and interfacing sensors and actuators Keywords:

wirelessly, which can be controlled from very long distance. This Internet of Things,

offers the capacity to control the world from a corner of a room. Wireless Sensor Networking,
Wireless Communication,

Wherein sensors and actuators operate reliably with the help of Secure Wireless Transmission,
loT. Wireless data transmission that uses Radio Frequency (RF) RF.

has major technical burdens and security vulnerability. The loT

replaced RF as it provides secure transmission capabilities. In this

paper, we exhibit a technical overview of WSNs and loT especially

their drawbacks and challenges. Additionally, this paper discusses

the progress of the WSNs and loT innovation.

formation representation with cloud

1. INTRODUCTION computing as the unifying framework”.

Internet of Things (IoT) represents a Therefore, the loT aims to improve one's
worldwide network of uniquely addressa- comfort and efficiency by enabling coop-
ble interconnected objects. According to eration among smart objects. The stand-
Gubbi et al. (2013), 10T is an “interconnec- ard loT usually consists of many Wireless
tion of sensing and actuating devices Sensor Networks (WSNs) and Radio Fre-
providing the ability to share information quency lIdentification Devices (RFID).
across platforms through a unified WSNs is a paradigm that was tremendous-
framework, developing a common operat- ly explored by the research community in
ing picture for enabling innovative appli- the last two decades (Oppermann et al.,
cations. This is achieved by seamless 2014). A WSN consists of smart sensing
ubiquitous sensing, data analytics and in- devices that can communicate through
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direct radio communication while RFID
devices are not as sophisticated. They
mainly consist of two parts: an integrated
circuit with some computational capabili-
ties and an antenna for communication.
The term “Internet-of-Things” was first
introduced by Kevin Ashton to describe
how loT can be created by “adding radio-
frequency identification and other sensors
to everyday objects” (Altolini et al., 2013).
Over time, the term has gained more
meanings. In this paper, the loT is defined
as a system of uniquely identifiable ob-
jects (things) and virtual addressability
that would create an Internet-like struc-
ture for remote locating, sensing, operat-
ing, and/or actuating of entities, which we
would  term internet  connected-
constituents (ICCs). Sections 2 to 5 review
useful but overlapping conceptualizations
of loT from various literature across the
disciplines of strategy, operations man-
agement/manufacturing, systems theory,
and information systems.

The loT is a novel paradigm shift in IT
arena. The “Internet” in loT is a global sys-
tem of interconnected computer net-
works that use the standard Internet pro-
tocol suite (TCP/IP) to serve billions of us-
ers worldwide. It is a network of networks
that consists of millions of private, public,
academic, business, and government
networks, of local to global scope, that are
linked by a broad array of electronic, wire-
less and optical networking technologies
(Mallik, 2019). Today, more than 100
countries are linked into exchanges of da-
ta, news and opinions through internet.
According to Internet World Statistics, as
of 31 December 2011, there was an esti-
mated of 2,267,233,742 internet users
worldwide. This signifies 32.7% of the
world’s total population is using Internet.
Even internet is going into space through
Cisco’s Internet Routing in Space (IRIS)
program in the coming fourth vyears.
Meanwhile, the “Things” in loT can be any

object or person that is distinguishable.
Everyday objects include not only elec-
tronic devices we encounter and use daily
and technologically advanced products
such as equipment and gadgets, but
“Things” that we do not do normally think
of as electronic at all—such as food, cloth-
ing and furniture, materials, parts and
equipment, merchandise and specialized
items, landmarks, monuments and works
of art and all the miscellany of commerce,
culture and sophistication (Mallik et al.,
2019). In other words, “Things” can be
both living things like person, animals—
cow, calf, dog, pigeons, rabbit etc.,
plants—mango tree, jasmine, banyan and
so on and non-living things like chair,
fridge, tube light, curtain, plate etc. any
home appliances or industry apparatus.

With the expected growth in world
population, the demand for energy will
continuously increase. Current power
grids were built decades ago, and even
though they are regularly upgraded, their
capability to fulfil future demands is un-
certain. Existing reserves of fossil fuels are
limited and impose harmful emissions,
making social and environmental implica-
tions and impact inevitable. The result of
this current state is the transition of the
traditional centralized grid towards a dis-
tributed hybrid energy generation system
that heavily relies on renewable energy
sources, such as wind and solar systems
(Lund et al., 2015), biomass, fuel cells, and
tidal power. Smart grid is a concept that
integrates information and communica-
tion technologies (ICT) with grid power
systems, to achieve efficient and intelli-
gent energy generation and consumption
(Stojkoska & Trivodaliev, 2017). It is char-
acterized by a two-way flow of both elec-
tricity and information. Approaches in
smart grid include novel solutions that
would effectively exploit the existing
power grid to reduce or eliminate black-
outs, voltage sags and overloads. Utilities
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could benefit, as the load demand in criti-
cal situations would decrease. If demand
is greater than the total generation, these
systems could prevent the grid failure or
major blackouts, and increase the reliabil-
ity, quality, security and safety of the
power grid.

The concept of loT, combined with
smart metering, has the potential to
transform residential houses, homes and
offices into energy-aware environments.
There is an increasing interest in the re-
search community to incorporate the loT
paradigm in the smart grid concept, par-
ticularly in smart home solutions. The
trends of web search popularity for the
terms: Internet of Things, Smart Grid and
Smart Home since 2004 are shown in Fig-
ure 1. From Figure 1, it can be projected
that the interest for the terms Internet of
Things and Smart Home are continuously
increasing.

2. TOOLS OF I0T TECHNOLOGY
2.1. Wireless Sensor Networks (WSNs)

WSNs refers to a group of spatially
dispersed and dedicated sensors for moni-
toring and recording the physical condi-

B Smart Gsrid

B Smart Home

e

tions of the environment and organizing
the collected data at a central location.
The propagation technique between the
hops of the network can be routing or
flooding. In computer science and tele-
communications, wireless sensor net-
works are an active research area with
numerous workshops and conferences
arranged each year, for example IPSN,
SenSys, and EWSN (J. Yick et al., 2008; A.
Kumar, 2017; F. K. Shaikh and S. Zeadally,
2017). Typically, each sensor network
node has several parts: a radio transceiver
with an internal antenna or connection to
an external antenna, a microcontroller, an
electronic circuit for interfacing with the
sensors and an energy source which is
usually a battery or an embedded form of
energy harvesting. Figure 2 illustrates the
schematic of wireless sensor networking.
It can be seen there are communications
between cluster heads. Meanwhile, each
member node in one cluster sends out
information to their cluster head. Some of
the cluster head sends information to the
BS, which then relay the information to
the Satelite-Internet-Mobile communica-
tion, then to the control center.

o
] “““TWWNW

Figure 1. Interest over time according to Google trends since 2004 for terms Internet of Things, Smart Grid
and Smart Home (Stojkoska & Trivodaliev, 2017).
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2.2. Middleware

Middleware refers to a software layer
interfered between computer applications
to make it simpler for the software devel-
opers to achieve real time communication
between input and output. The middle-
ware was used to hide the details of dif-
ferent technologies to free loT developers
from software services that are not direct-
ly related to the specific loT application.
Middleware expanded its popularity in the
year of 1980’s because of its vital role in
shortening the addition of different legacy
technologies into new ones. It also added
the development of new services with the
DCS (distributed computing system).

Figure 2. Wireless sensor networking terminology (Radhappa et al., 2018; Zhao et al., 2018).

Satellite
Intemet
Mobile
communication

Control Center

2.3. Cloud Computing

Both loT and the Cloud compu-
ting have a great relationship. The loT
provides enormous amounts of a data
whereas cloud computing is required to
offer a pathway to store and prevent the
data loss. Thus, cloud computing helps to
increase the efficiency and control move-
ment of loT (Stergiou et al, 2018;
Varghese & Buyya, 2018; Amoore, 2018;
Karim et al., 2018). One can save the valu-
able time and the cost during operating
data and can use the data without any
redundancy by using Cloud Computing.
The cloud computing architecture can be
seen in Figure 3.

Storage Applications
% EEn
CLOUD
COMPUTING o

1=
Server % Database

Figure 3. Cloud Computing Architecture.
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Figure 4. Environmental Condition Monitoring using WSN.

3. NETWORKING APPLICATIONS

loT and WSNs were originally moti-
vated by military applications, which
ranged from large scale acoustic surveil-
lance systems for ocean surveillance to
small networks of unattended ground
sensors for ground target detection.

3.1. Environment Monitoring

In environmental monitoring, sensors
are used to monitor a variety of environ-
mental parameters or conditions. Envi-
ronmental monitoring is one of the earli-
est applications of sensor networks. Sen-
sors can be deployed on the ground or
under water to monitor air or water quali-
ty. For example, water quality monitoring
can be used in the hydrochemistry field.

Sensors can be used to monitor bio-
logical or chemical hazards in locations,
for example, a chemical plant or a battle-
field. Sensors can be densely deployed in
an intended region to detect natural or
non — natural disasters (Barzegaran et al.,
2019; Kelly et al., 2013; Garcia et al.,
2018; Saravanan et al., 2018). The sche-
matic of environmental monitoring using
WSNs are illustrated in Figure 4.

3.2. Military Application

Due to ease of deployment, self-
configurability, untended operation, and

fault tolerance, sensor networks will play
more important roles in future military
C3l (Command, Control, Communications
and Intelligence) systems and make future
wars more intelligent with less human in-
volvement. Sensors can be mounted on
unmanned vehicles, tanks, fighter planes,
submarines, missiles, or torpedoes to
guide them around obstacles to their tar-
gets and lead them to coordinate with
one another to accomplish more effective
attacks or defences (Balaji et al., 2018;
Shrestha & Hale, 2019).

Sensor nodes can be deployed around
sensitive objects, for example, atomic
plants, strategic bridges, oil and gas pipe-
lines, communication centers, and military
headquarters, for protection purpose.
Sensors can be deployed for remote sens-
ing of nuclear, biological, and chemical
weapons, detection of potential terrorist
attacks, and reconnaissance. Sensors can
be deployed in a battlefield to monitor
the presence of forces and vehicles, and
track their movements, enabling close
surveillance of opposing forces.

3.3. Health Care Application

WSNs can be used to monitor and
track elders and patients for health care
purposes, which can significantly relieve
the severe shortage of health care per-
sonnel and reduce the health care ex-



Shabhriar, et al. . Internet of Things and Wireless Sensors Networks Bridge: Applications and Challenges| 18

penditures in the current health care sys-
tems (Amin et al., 2018; Almarashdeh et
al., 2019; Ayyildiz et al., 2019). Wearable
sensors can be integrated into a Wireless
Body Area Network (WBAN) to monitor
vital signs, environmental parameters,
and geographical locations, and thus allow
long term, non-invasive, and ambulatory
monitoring of patients or elderly people
with instantaneous alerts to health care
personal in case of emergency. It allows
for immediate reports to users about their
current health statuses, and real-time up-
dates of users’ medical records (Hrytskiv
et al, 1998; Griggs et al., 2018;
Manogaran et al., 2018). The healthcare
monitoring by using loT and WSN are illus-
trated in Figure 5.

3.4. Industrial Process Control

Tiny sensors can be embedded into
the regions of a machine that are inacces-
sible by humans to monitor the condition
of the machine and alert for any failure
(Scott, 2018; Peres & Fogliatto, 2018). For
example, wireless sensors can be installed
at production and assembly lines to moni-
tor and control production processes.
Chemical plants or oil refineries can use
sensors to monitor the condition of their
miles of pipelines (Deshmukh et al., 2018).

In industry, WSNs can be used to monitor
manufacturing processes or the condition
of manufacturing equipment.

3.5. Security and Surveillance

Acoustic, video, and other kinds of
sensors can be deployed in buildings, air-
ports, subways, and other critical infra-
structure, for example, nuclear power
plants or communication centers to iden-
tify and track intruders and provide timely
alarms and protection from potential at-
tacks.

3.6. Home Intelligence

WSNs can be used to provide more
convenient and intelligent living environ-
ments for human beings. Wireless sensors
can be embedded into a home and con-
nected to form an autonomous home
network. Wireless sensors can be used to
remotely read utility meters in a home,
for example, water, gas, or electricity, and
then send the readings to a remote center
through wireless communication. In addi-
tion to the above applications, self-
configurable WSNs can be used in many
other areas, for example, disaster relief,
traffic control, warehouse management,
and civil engineering.

- y
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Local Medical
Supervisors and
Caregivers

+
Remote
Patients's

|

Oy &5
J}“Senwrs __\Sjnsws
P
Remote
.a;“s"m“m 9y Healthcare Center
Body Temparsture Heart + Patient
Sty = Smart e-Health Medica) Histaey
Gateways
\_ Hospital/Home Room 1 Y, in each room
k Hospital/Home Room2 /
\ Hospital/Home Room N _/ .
k HospltaI/Homy

Figure 5. Healthcare Monitoring using loT and WSN.
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4. NETWORK DESIGN OBIJECTIVES
4.1. Small Node Size

Reducing node size is one of the primary
design objectives of sensor networks.
Sensor nodes are usually deployed in a
harsh or hostile environment in large
numbers. Reducing node size can facilitate
node deployment, and reduce the cost
and power consumption of sensor nodes.

4.2. Low Node Cost

Reducing node cost is another prima-
ry design objective of sensor network.
Since sensor nodes are usually deployed
in a harsh or hostile environment in large
numbers and cannot be reused, it is im-
portant to reduce the cost of sensor
nodes so that the cost of the whole net-
work is reduced.

4.3. Low Power Consumption

Reducing power consumption is the
most important objective in the design of
a sensor network. Since sensor nodes are
powered by battery and it is often very
difficult or even impossible to change or
recharge their batteries, it is crucial to re-
duce the power consumption of sensor
nodes so that the lifetime of the sensor
nodes, as well as the whole network is
prolonged (George et al., 2018).

4.4. Self — Configurability

In sensor networks, sensor nodes are
usually deployed in a region of interest
without careful planning and engineering.
Once deployed, sensor nodes should be
able to autonomously organize them-
selves into a communication network and
reconfigure their connectivity in the event
of topology changes and node failures.

4.5. Scalability

In sensor networks, the number of
sensor nodes may be on the order of tens,
hundreds, or thousands. Network proto-

cols designed for sensor networks should
be scalable to different network sizes.

4.6. Adaptability

In sensor networks, a node may fail,
join, or move, which would result in
changes in node density and network to-
pology. Thus, network protocols designed
for sensor networks should be adaptive to
such density and topology changes.

4.7. Reliability

For many sensor network applica-
tions, it is required that data be reliably
delivered over noisy, error-prone, and
time-varying wireless channels. To meet
this requirement, network protocols de-
signed for sensor networks must provide
error control and correction mechanisms
to ensure reliable data delivery.

4.8. Fault Tolerance

Sensor nodes are prone to failures
due to harsh deployment environments
and unattended operations. Thus, sensor
nodes should be fault tolerant and have
the abilities of self-testing, self-calibrating,
self-repairing, and self-recovering.

4.9. Security

In many military applications, sensor
nodes are deployed in a hostile environ-
ment and thus are vulnerable to adver-
saries. In such situations, a sensor net-
work should introduce effective security
mechanisms to prevent the data infor-
mation in the network or a sensor node
from unauthorized access or malicious
attacks (Khan & Salah, 2018; Tonyali et al.,
2018).

4.10. Channel Utilization

Sensor networks have limited band-
width resources. Thus, communication
protocols designed for sensor networks
should efficiently make use of the band-
width to improve channel utilization.
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4.11. Quality of Service Support

In sensor networks, different applications
may have different Quality of Service
(QoS) requirements in terms of delivery
latency and packet loss. Some applica-
tions, for example, fire monitoring, are
delay sensitive and thus require timely
data delivery. Other applications, for ex-
ample, data collection for scientific explo-
ration, are delay tolerant but cannot stand
packet loss (Viriyasitavat et al., 2019;
Tello-Oquendo et al., 2019; Shahadat et
al., 2019). Thus, network protocol design
should consider the QoS requirements of
specific applications.

5. NETWORK DESIGN CHALLENGES
5.1. Limited Hardware Resources

Sensor nodes have limited processing
and storage capacities, and thus can only
perform limited computational functional-
ities. These hardware constraints present
many challenges in software development
and network protocol design for sensor
networks, which must consider not only
the energy constraint in sensor nodes, but
also the processing and storage capacities
of sensor nodes.

5.2. Massive and Random Deployment

Most sensor networks consist of large
number of sensor nodes, from hundreds
to thousands or even more. Node de-
ployment is usually application depend-
ent, which can be either manual or ran-
dom. In most applications, sensor nodes
can be scattered randomly in an intended
area or dropped massively over an inac-
cessible or hostile region. The sensor
nodes must autonomously organize them-
selves into a communication network be-
fore they start to perform a sensing task.

5.3. Dynamic Environment

A sensor network usually operates in
a dynamic and unreliable environment.

On one hand, the topology of a sensor
network may change frequently due to
node failures, damages, additions, or en-
ergy depletion. On the other hand, sensor
nodes are linked by a wireless medium,
which is noisy, error prone, and time vary-
ing. The connectivity of the network may
be frequently disrupted because of chan-
nel fault or signal attenuation.

5.4. Diverse Application

Sensor networks have wide range of
applications. The requirements for each
application may vary significantly. No
network protocol can meet the require-
ments of all applications. The design of
sensor networks is application specific.

5.5. Limited Energy Capacity

Sensor nodes are battery powered
and thus have very limited energy capaci-
ty. This constraint presents many new
challenges in the development of hard-
ware and software, and the design of
network architectures and protocols for
sensor networks. To prolong the opera-
tional lifetime of a sensor network, energy
efficiency should be considered in every
aspect of sensor network design, not only
hardware and software, but also network
architectures and protocols.

6. CONCLUSION

The progress of WSNs and loT innova-
tion have been presented in this paper.
Some important measures along with se-
curity protocols which can be very useful
for further studies are also reviewed.
From the discussion on network design
objectives and network design challenges,
a new research area on network design
can be created by combining some of the
objectives and the challenges. It is ex-
pected that the review done in this paper
would be helpful for the network designer
and researcher.
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